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The Emerging Role of Online Communication Between

Patients and Their Providers

Steven J. Katz, MD, MPH, Cheryl A. Moyer, MPH

Despite the explosion of online communication in the commu-
nity, its use between patients and their health care providers
remains low. However, rapidly growing patient and provider
interest in using online communication has motivated organi-
zations to consider options for deploying these new tools in
clinical practice. In this paper, we describe the barriers and
challenges health care providers and their organizations must
address in developing and deploying these new tools. We
formulate lessons from early experiences with e-mail and web-
based communication in clinical settings. Finally, we provide
a roadmap for developing and deploying these new tools in
clinical practice. Health care providers and their organizations
will need to consider issues related to technology, data
management, operations, communication management, and
financial support in order to successfully deploy online services
and communication for patients in clinical settings.
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Over the past decade, the explosion of online commu-
nication in the community has motivated patients to
explore opportunities to use these modes of communication
with their health care providers. Many patients see these
new communication tools as much more efficient than the
traditional modes of communication—the face-to-face visit
and the telephone. It is not surprising that many patients
eagerly seek out better ways of interacting with their pro-
viders. Navigating schedule systems, parking lots, waiting
rooms, nursing stations, and checkout counters to spend
an average of 10 minutes with a physician' is no small price
to pay for issues that, in many instances, could be better
addressed through other, less burdensome modes of
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communication. Despite advances in phone system techno-
logy, automated message systems frustrate many patients.
Largely due to the frustration with communicating with
physicians, patients remain dissatisfied with access to their
health care providers.?>™® For many patients, using online
communication appears a better option than more traditional
modes.”"°

Online communication is also appealing to physicians
and staff. Physicians and staff navigate an increasingly
fragmented communication environment that forces them
to communicate through several disparate modes: face-to-
face encounters, phone messaging, e-mail, digital beepers,
and of course, the paper chase. This fragmentation can
result in delays or omissions of important information,
yielding lower provider satisfaction and quality of care.''
Additionally, communication modes and tasks are often
poorly matched. For example, rather than requiring a face-
to-face visit, issues such as referral questions, reporting of
test results, or follow-up to routine health matters can be
more efficiently managed by phone or by asynchronous
modes such as e-mail or a web tool. As such, providers are
increasingly looking to e-mail and the web to improve the
efficiency of communication in clinical practice.®'*"*

Nonetheless, online communication has diffused very
slowly in clinical practice.'"'® In this paper, we describe the
barriers and challenges providers and their organizations
must address in developing and deploying these new tools.
We formulate lessons from early experiences with e-mail
and web-based communication in clinical settings. Finally,
we provide a roadmap for developing and deploying these
new tools in clinical practice.

Barriers and Challenges

A number of barriers explain the slow diffusion of online
communication in clinical practice (see Table 1). Health care
financing and organization evolved based on traditional
methods of communication.'” Reimbursement policies
remain largely based on the volume, duration, and com-
plexity of face-to-face visits. Despite years of debate, phone
consultations are generally not directly reimbursed. Similarly,
with the exception of a few demonstration projects,m'20
most payers are not adopting policies that directly pay for
online patient-physician encounters. 1115 Organizations are
therefore hesitant to invest in new online communication



JGIM Katz and Moyer, Emerging Role of Online Communication 979

Table 1. Barriers to Online Communication Between Patients and Their Providers

Perspective Barriers
Organizations No direct payer reimbursement for online communication
Technical and operational complexity
Uncertainty about privacy, confidentiality, medicolegal issues
Providers Concerns about being overwhelmed with messaging
Concerns about relevance and appropriateness of messages
Patients Little experience with online clinical communication tools

Facility and use of online communication varies: those most “in need” may be least likely to be online

tools. Additional organizational challenges include technical
and operational issues. Building a web-based patient portal
and integrating it into day-to-day patient care activities is
a complex endeavor. It requires a multipronged strategy
that addresses technical and operational issues constrained
by local factors. One size does not fit all, and there are cur-
rently no roadmaps that guide organizations to successful
implementation. This is particularly challenging for smaller
group practices with limited information technology support.
Finally, those considering using online communication are
concerned about patient privacy, confidentiality, and asso-
ciated medicolegal issues.® '°

Another set of challenges is related to clinicians and
staff who have concerns about managing online commu-
nication. Providers are concerned that e-mail and web would
add to their workload rather than substitute for other tasks,
and that many messages might not be clinically relevant.®%%!
In addition, there is currently little consensus about the
rules of patient-provider online interactions and the import-
ant role that can be played by staff in responding to certain
types of messages.”” A final set of challenges is patient
related. In general, patients are unaccustomed to online
communication in clinic settings. Another important chal-
lenge is the growing digital gap in the community. About
70% of U.S. adults regularly use the Internet and e-mail,
but there are large disparities by age, education, health,
and ethnicity with regard to facility and daily use of e-mail
and web-based services.®**?* Thus, the most vulnerable
patient populations may have the least experience with these
new tools.

Why E-mail Is Not the Answer

E-mail presents an attractive alternative to more tra-
ditional modes of communication for several reasons. It is
now used in virtually all employment settings and many
patients use it on a daily basis. Furthermore, e-mail sys-
tems are now highly compatible across platforms, resulting
in seamless communication between operating systems. Its
enormous reach and asynchronous nature are especially
attractive to patients and providers whose busy schedules
make it difficult to connect over the phone. However, a
number of significant problems with e-mail limit its use in
clinical settings. First, e-mail presents several security-
related challenges. The author of an incoming e-mail
cannot be easily verified. Furthermore, because e-mail is

generally not encrypted, messages accidentally or inten-
tionally forwarded, copied, or intercepted can be read by
third parties, and is thus not in compliance with current
Health Insurance Portability and Accountability Act of 1996
regulations.”® Second, e-mail is an unstructured, free-text
medium, which may yield ambiguous or incomplete messages
from patients. While patients may see this unstructured
environment as an asset of e-mail, providers faced with
responding to an incomplete message are likely to disagree.
Third, there is no uniform way of tracking incoming and
outgoing e-mail messages and whether a sent message is
ever opened. Finally, it is difficult to efficiently integrate
e-mail into clinic operations because messages cannot be
automatically routed to the appropriate staff person and
exchanges cannot be efficiently documented in the medical
record.

Because of the fundamental limitations of e-mail in
health care settings, organizations are increasingly turning
to web-based communication tools and solutions. Web-based
tools have many of the advantages of e-mail—including its
wide reach, asynchronous nature, and relative ease of use—
yet do not suffer from e-mail’'s drawbacks. In contrast to
e-mail, web-based tools have the potential to exchange and
store information in a structured, easily retrievable manner;
the services offered can be as simple or as robust as the
clinical context requires; and communication can be easily
tracked, managed, documented, and evaluated. These fea-
tures are particularly important in order to realize the cost
savings of greater efficiency of online communication in
clinical practice. Finally, web-based tools are more secure
than regular e-mail because authentication procedures can
be deployed and exchanges cannot be forwarded.?® However,
these advantages come at a price. Organizations will need
to invest in technology, data management, operations, and
communication management to reap the full benefits of
online communication. Furthermore, patients will be
challenged as they learn how to navigate more complex web
interfaces compared to regular e-mail in order to connect
to their providers. In the sections below, we describe the
challenges that confront providers and organizations as
they consider investing in these new communication tools.

Lessons from the Frontline

Lessons from demonstration projects should be for-
mulated with caution, because advances in web-based
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Table 2. Challenges and Solutions to Deployment of Online Communication

Challenges

Solutions

Facility and comfort with web-based communication will vary across patient

groups

Clinical context of communication will vary across patient groups

Early adopters
Younger, healthier than average
Low utilizers of traditional resources

Short communication threads address more acute, episodic issues

Later adopters
Older, more chronic conditions
Higher resource utilizers
Longer communication threads address chronic issues

Scope of issues and duration of patient relationships will vary across

clinical specialties

Patients view needs across the continuum of problems while

clinicians view patient needs from their narrower clinical perspective

Tailor web design to diversity of patient needs:
new users need a detailed road map and
intuitive navigation; established users need
web navigation short cuts

Adjust organizational expectations regarding
initial offset of clinic resources

Prepare staff for changes in clients and
messaging content over time

Develop strategies for targeted marketing to
engage “later adopters” earlier in the process

Assess patient and provider communication
needs across the continuum of care

Bridge differences in perspectives about patient
communication across specialties

technology and online use in the community continue to
evolve.”” Additionally, innovations in online technology and
clinical data systems have created new opportunities that
were largely unavailable to prior initiatives.

Design for Efficiency

Patient, provider, and organizational factors are critical
to creating an efficient web-based communication process
(see Table 2). Patients will come to the website with different
levels of facility and comfort with web-based technology.
Web design will need to accommodate new users who will
require a detailed and intuitive interface, while simulta-
neously accommodating established users who will need
communication shortcuts to avoid frustration. Another
dimension that will vary across patients over time is clinical
communication context. Early adopters of web-based
communication in clinical settings will likely be younger,
more highly educated, and healthier than the general clinic
population.®'® These patients will have different commu-
nication needs than the more typical primary care patients,
who will tend to be older, less educated, and more burdened
by chronic disease. Early adopters may have less demanding
communication needs because they may be lower utilizers
of phone and visit resources and require relatively short
“threads” of patient-provider interactions to complete
requests. By contrast, later adopters may have more demand-
ing communication needs requiring greater administrative
support for web use and clinician inputs to address more
challenging health issues.

From the provider perspective, the clinical communi-
cation context will differ across specialty settings in terms
of the scope of issues and the duration of relationships
between patients and providers. For example, patients in
obstetrics communicate about a relatively narrow set of
issues and services related to pregnancy, delivery, and

postpartum care. Relationships between patients and pro-
viders will generally be limited in time and scope. Patients
seen in cardiology or oncology will have broader commu-
nication needs and longer relationships, while patients in
primary care may have the broadest scope of communication
and longest ongoing relationships. From an organizational
perspective, a web-based communication tool will need to
integrate these different settings of care across the continuum
of care because many patients will need to communicate
across clinic specialty settings and providers.

Design for the Organization

The technical and operational challenges of building
and integrating web communication in clinical practice
motivate the need for a clear vision of how these new
communication tools will meet larger organizational goals.
Medical care organizations improve health outcomes by
effectively and efficiently delivering medical service. A patient
portal meets these goals in several ways. First, it addresses
“unmet need” for patient communication, which can improve
patient satisfaction and the effectiveness of service delivery
(for example, through improved management of medical
problems). Second, it can improve the efficiency of service
delivery by substituting more efficient communication
for less efficient communication.'' Finally, it can improve
business practices through more efficient patient registra-
tion and billing. Three components of a patient portal that
address these organizational goals are described below:
1) service-related features such as medication requests and
renewals, referral requests, scheduling, and billing; 2) a
provider communication tool; and 3) a patient portal health
record. The components can be viewed as modules because
each could be deployed separately and evolve over time in
a phased rollout. Table 3 summarizes strategic considera-
tions of each of these components addressed below.
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Table 3. Components and Considerations of a Patient Portal

Components Considerations

Service-related features
Medication renewals
Scheduling
Referral requests
Billing

Deploy system wide

Patient-provider communication tool

Assess consequences on organizational resource use

Understand implications for organizational goals

Deploy a phased rollout in selected provider settings

Tailor to provider needs by identifying work groups and mapping workflow

Automate documentation

Develop guidelines for appropriate content of messaging and expectations about replies

Patient portal record

Medical record source

Test results and reports

Provider notes and summaries

Patient source
Current medications
Immunization history
Blood sugar or blood pressure logs

General

Identify appropriate content
Develop rules for access and processing of various components of the medical
record based on clinician preferences

Develop and deploy online and phone user support strategy

Develop and deploy an evaluation, feedback, and improvement strategy

Service-related features can be prioritized based on
patient needs, resource implications, and organizational goals.
One advantage of these features is that they can be deployed
system wide because these communication processes can
be largely standardized across clinic and specialty settings.
Different features will have different consequences for
organizational resources and different implications for organi-
zational goals. Online medication renewals, referral requests,
and basic scheduling requests (e.g., canceling or requesting
a visit) demand moderate resource commitments from
operations and can easily substitute for less efficient
processes. However, other features such as bill payment
or automated scheduling would require greater resource
commitment to web design, data management, and operations.

The second component of a patient portal, a patient-
provider communication tool, must compete with other
modes of communication that have been entrenched for
many years. Patient-provider communication still remains
largely based on visits and phone. Between-provider com-
munication relies on similar modes of communication but
with increasing reliance on e-mail and digital beeper com-
munication. To be successful, a communication strategy
must address provider perspectives. This should include
identifying workgroups, mapping workflow, and facilitating
communication between clinicians and staff. It should
also include a robust method for documenting web-based
interactions directly into the medical record. Automated
documentation eliminates a time-consuming and inefficient
component of workflow that would be welcomed by staff
and clinicians. Because the communication tool will need
to be tailored to providers’ needs and preferences, a phased
rollout to selected clinical settings will likely foster the most
receptive environment during the initial phases.

A third component of a patient portal is a patient portal
medical record. The patient portal record can be populated
by information from both providers and patients. Advances

in electronic storage of clinical data will facilitate the auto-
mated digital transfer of information from a provider-
generated clinical and administrative data repository to the
patient portal record. This may include patient schedules,
test results, and physician notes, as well as registration and
billing information. Additionally, patients may send relevant
information to the record pertaining to their prior medical
information (e.g., immunization history), current health
issues (e.g., current medications, blood sugar or blood
pressure logs), or relevant contact data (e.g., pharmacy and
updated registration information). A patient portal record
strategy should consider the content of the record and rules
governing access and processing of different components
of the medical record from provider, patient, and organiza-
tional perspectives. Because patient and staff access may
need to be tailored to provider preferences, a phased rollout
of this feature of the patient portal will likely yield the least
resistance and provide important feedback to inform a
system-wide deployment.

The issues addressed above can inform the roadmap
for development, deployment, and evaluation of a patient
portal. The roadmap will be influenced by a number of local
factors such as the current state of information technology
support and infrastructure (e.g., electronic medical record
or automated scheduling or billing systems); level of interest
among different opinion leaders, physicians, and staff; and
level of integration of operations. Smaller group practices
with limited resources for information technology support
will largely rely on software solutions that encrypt regular
e-mail or a web-based communication tool managed by an
external vendor (application service provider). These tools will
provide secure messaging between providers and patients.
Larger practices with substantial investments in infor-
mation technology will have the opportunity to build the full
set of portal features by connecting the portal to clinical
and administrative data systems.
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One key ingredient to the initial success of a patient
portal is managing patient-provider communication flow.
Evidence suggests that the initial volume and growth of
web-based communication in clinical practice will be
modest.”'® This gradual growth curve will give organi-
zations the time to learn from initial deployment and manage
communication to minimize disruptions in operations. A
communication management strategy should include
clinician and staff training, emphasizing support in real time
at the point when providers need it. This could be accom-
plished through web-based training and ongoing phone
support. Because web-based communication rollout will
require substantial staff and clinician effort, organizations
should allocate sufficient provider time to this initiative,
especially during its initial phases.

A communication management strategy should also
include patient education and expectation management
that addresses guidelines for appropriate communication
content and expectations about how the system will
respond.”® This should include guidance about the content
of messaging (e.g., include key information, avoid sensitive,
complex, or urgent issues, limit requests to one per mes-
sage), the communication process (e.g., which providers—
physicians, nurses, or other clinical staff—will respond,
expected response times, limits on the number of interac-
tions within a thread), and additional rules of engagement
(e.g., rules for managing the patient portal health record).
Some professional groups have published guidelines for the
use of online communication in clinical settings.?**°

Financial Support for Online Communication

Providers will be challenged to develop a business model
to deploy and sustain online communication. Investment
in web-based communication is nontrivial, as it requires
web design; data connectivity and integration; substantial
changes in operations; and a robust and ongoing patient,
staff, and physician education and support program. Many
providers hope that this substantial investment will pay off
quickly by reducing phone calls and inappropriate visits
and by dramatically increasing the efficiency of workflow. '
However, several threats to efficiency may limit cost savings—
at least during the initial phases of deployment. First,
previously unmet needs may increase total communication
burden. Second, insufficient integration (e.g., no robust
solution to automated documentation) may limit efforts to
streamline workflow. Third, persistent mismatch between
communication task and mode may limit reductions in
communication redundancy. Finally, patient selection
factors may limit resource offsets. Reports from early dem-
onstration projects have conflicted with regard to resource
offsets related to online communication.®*°

Providers should partner with payers, employers, and
patients to develop a reimbursement model to pay for
deployment and ongoing support of online communication. 15
However, current reimbursement models and clinician
productivity measures thwart robust deployment of online

communication because they rely largely on face-to-face
visits as the metric. One reimbursement model being
deployed by a few provider groups is payments from payers
and patients (through a yearly subscription fee or by the
encounter) for web-based physician consultations, while other
features of the portal are made available at no additional
charge.'®**? While payers and employers have resisted
direct payments for telephone consultations, online com-
munication may be more attractive because of several
advantages over telephone communication. These include
the potential for more robust features and opportunities for
patients, automated documentation and tracking of differ-
ent types of interactions, and more efficient integration into
provider workflow and clinical data systems. These advan-
tages hold the promise of cost-effective improvements in
processes and outcomes of care, which may attract payers
and employers to the reimbursement table.

The Need for Evaluation

Rapid changes in community and clinical settings are
motivating health care providers and their organizations to
develop new ways to communicate with patients. Although
online patient-provider communication has diffused slowly,
it is likely to accelerate in the next few years. Because inno-
vations in communication technology and clinical data
systems are evolving rapidly, there is enormous opportunity —
but at the same time—substantial uncertainty about the
consequences of these new tools for patient care and provider
experiences. Therefore, there will be ongoing demand from
providers and payers for evaluation of different approaches
to online patient-provider communication in clinical settings.
Consequences of online communication for resource use
remain uncertain. Evaluation efforts here should incorpo-
rate robust measures of workflow to document the saving
achieved by online communication. There will also be need
to evaluate patient and provider perspectives as new tools are
deployed. Additional research questions include the impact
of online communication tools on the quality of clinical
processes of care. Outcomes might include increased
adherence to health maintenance strategies, follow-up of
abnormal test results, compliance with medications, or
management of chronic conditions. This would require
targeting of the appropriate clinical population and tracer
conditions. While randomization of online communication
interventions is ideal, this may not be feasible in many
settings. Observational study designs with appropriate
control groups can also yield important information that
helps providers understand the implications of these new
technologies on patient care. Research results can inform
cost-effective approaches to the use of online communi-
cation in clinical settings to improve processes and outcomes
of care.
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